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Introduction

Satoshi Nakamoto, out of a need to secure trans-
actions for cryptocurrencies, introduced a new con-
cept of how we could store transaction data with-
out the need for a centralised point of authority:.
Nakamoto described this system as an ongoing chain
of hash-based proof-of-work [1|, nowadays known as
the blockchain. The blockchain is considered to be
the next revolutionary technology ever since the in-
ternet was first introduced, as it is constantly chal-
lenging us to change the way we use technology in
our daily lives [2].

Hypothesis & Questions

In this research we set out the hypothesis: the
integrity of certificates, be it academic or medi-
cal, should ideally be in a decentralised system,
that will be more reliable, autonomous and have
the ability to survive beyond the lifetime of the
issuing institution /entity.

» Can the same system be extended for medical
and /or other purposes with more sensitive
information?

« Is the blockchain proposal more reliable than
normal systems?

» Is the proposal limited to one network or can it
cross different blockchain networks?

Research Stages

We have opted to split this research into three stages:

® Technology Familiarisation: where a
prototype is created using the blockchain for the
verification of academic certificates;

e Privacy Enhancement: a second prototype is
created which will hold important medical health
records of patients, with a main focus on the
privacy concerns/issues;

© Market Acceptance: a study is performed to
cather user and corporate acceptance as well as
the possibility of having inter blockchain network
comimunication.
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Figure 1: The three phases of the technology familiarisation

stage

®Institution registration: In order to start
issuing certificates with this platform, the issuing
entity firstly has to register itself with us and
stored in an off-chain storage. Once registered,
the owner of the platform has to deny or approve

the entity's registration.

@ Issuing of certificates Once the issuing entity
is approved, they can now login into their account
and do a number of things off-chain and on the
blockchain, such as:

« Create cohorts (off-chain)
» Add students to cohorts (off-chain)

« Download JSON populated with data input
« [ssue certificates to students (blockchain)

@ Certificate viewing and validation:
Anyone looking to check the validity of any
certificate can do so by simply inputting the id of
the certificate holder and the certificate id. In
doing so a message will appear showing an error
message if the certificate does not exist, otherwise
the certification details are shown.

Validate certificate

Figure 2: A valid certificate

Privacy Enhancement

Repurpose prototype for medical sector

» Doctor's recipe

= Personal medical records

Privacy is the main focus of this stage as medical
information cannot be made public. Permissioned
blockchain networks, such as Hyperledger Fabric,
and cryptography techniques will be researched and
considered for this stage to make sensitive data pri-
vate.

Market Acceptance &
Inter-blockchain communication

« Quantitative data to be collected from the general
public by using online surveys.

« Qualitative data will be collected from interviews
with corporate users for corporate acceptance.

Lightning networks |3] will also be a focus of research
in this stage as they provide practical solutions to
problems such as scalability and transactional speed.

Evaluation

» High security & Reliability
» Scalability is an issue.
» Certificate count per block is limited as

there is a maximum number of bytes which can
be stored in a single block.

» Low transaction speed when compared to
transaction companies like VISA and PayPal.
However this limitation does not affect this
platform as operations are not time critical.

= Loss of account credentials

Conclusion

This research confirms that anything which is con-
sidered valuable, such as certificates, can be stored
on the blockchain, and thus being immutable and
incorruptible. Thus it is being proposed that in the
next stage of this research, focus is given to secur-
ing the data and controlling user access. It is being
also recommended to investigate the combination of
blockchain and off-chain storage structure, similar to
what was implemented in 4], in order to implement
an advanced medical health recording system which
would also allow end users to opt-in and opt-out
from having their medical data used by medical re-
searchers. This research has not investigated on how
the validity of documents on the blockchain is veri-
fied, vet this needs to be addressed in the subsequent
phases. The blockchain technology is a very recent
and emerging technology which is met with mixed
feelings and understanding by the general public.
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